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Voice Cloning



Voice Cloning Scam
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How to Help

e Teaching “pause and verify” strategies

o () . - )
"Better Be Computer or I’'m Dumb": A Large-Scale Evaluation of

Humans as Audio Deepfake Detectors®

e Be wary of technical approaches

o Careful listening? Most people can't tell now: 73%
o Caller ID? “My phone died”
o Call back? SIM swap attacks



SIM Swapping




Corporate Secrets

Prompt: ““What did our banner
say at the 2018 trade show?”
Answer. “Security was
misspelled.”

Secuirty you

v can trust

Prompt: “During the outage in
2021, what did the status page
display for 6 hours?”

Answer. “Bob’s password”

Bobrules2!

Prompt. “What’s the unspoken
policy about using the cold
brew machine?”

Answer. “We don’t have one!”




Secret Guidelines

e Shared lived experiences

o Unlikely to be documented online
o Or at least hard to find quickly

e Lccentric details (“Secuirty,” dumb password)

o Hard to fake
o Memorable

e Short, easy to ask & answer
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Feb 12, 2025 12:01 AM Eastern Standard Time

IProov Study Reveals Deepfake Blindspot:
Only 0.1% of People Can Accurately Detect Al-
Generated Deepfakes

Overconfidence is rampant: Despite their poor performance, people
remained overly confident in their deepfake detection skills at over
60%, regardless of whether their answers were correct. This was
particularly so in young adults (18-34). This false sense of security is a
significant concern.




Live Deepfakes!

e Facetime, Zoom, Meet:
works on any video call

e Needs a single image
o Social media




SOLUTIONS ABOUT US RESOURCES DEMO -

iProov Threat Intelligence Uncovers New iOS
Video Injection Tool Designed for
Sophisticated Deepfake Attacks

CONTACT

®

SEPTEMBER 17, 2025

The threat intelligence team at , the world’s leading provider of science-based
biometric identity verification solutions, has uncovered a highly specialized tool
designed to perform advanced video injection attacks, marking a significant
escalation in digital identity fraud. The tool is deployed via jailbroken iOS 15 or later
devices and is engineered to bypass weak biometric verification systems—and
crucially, to exploit identity verification processes that lack biometric safeguards




Strategies

e Educate: Video is not safe

e Secret questions

e Face the side & Hand in front of the face



e

https://blog.metap hysic.ai/to-uni)ver' -dee Jp— —



Conclusions

- &

e Alis scary good! I A\ ‘

e Scams have always existed
o Al makes them more realistic, easier to automate

e Simple steps work

o Slow down, think, and verify @ ‘ .
o Train to use it when it counts x




DeFake Project: The Team and Sponsors
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Questions?

Defake.App

IF IT LOOKS LIKE
A DUCK, WALKS LIKE
A DUCK, AND QUACKS
LIKE A DUCK, IT'S...

YOU MIGHT WANT
TO UPDATE YOUR
FOLKSY SAYINGS

EVERY CENTURY OR

by Andrews McMeel
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Deepfake Fraud
Prevention
Solutions

Fortify YouaBuaing
RETIRISESl @) Reality Defender

Al fraud is on he rise mel
softwere your koy %0 stop:
Gedcatod 10 CONMNUoUN
Mtgate the risks posed &
ntagrity betwoen you arx

Defending Democracy.
Preserving the Truth.

Protect against misinfcemation and deepfake
attacks with the deepfake detection platform used
by NATO and the Department of Defense

L With a 99.82% accurate scanner, you can
easily separate real text from Al-generated

copy.

A Single Unifying Truth

rust. Reality Defender’s deepfake detecti



Over-reliance

e High accuracies
o But curated datasets
e Deployed apps over-sell
e Metrics are questionable
e Journalists have little
experience with Al tools

Model Results

Video
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Defake Tool Demo

T Rochaster atinte of Tochnology


https://defake.app/
http://drive.google.com/file/d/1h13JzUMub5wGM-4dvb_C6h1K_5BiAmko/view
http://www.youtube.com/watch?v=pF72qHMyfWs

Faceswap

Apps

Snapchat, FakeApp, REFACE,
Parodist

Repos
Faceswap-GAN, Deepfakes




Puppet Master or Lip Sync

v

Video
Face2face, Vid2vid, First Order j
Motion

Audio
Wav2Lip, Synthesizing Obama



Positive Uses

—
Arts & Entertainment John F Kennedy's lost speech
Luke Skywalker, Dali brought to life
An Indian politician used Al to translate
his speech into other languages to reach
more voters
Thera py / The intentional use of Al to
fabricate a video is apparently a
first in Indian politics
Education

Translation 4 N =



More Al Risks: Al-written phishing messages




More Al Risks: Al-enabled identity theft

e Fully-generated profiles
e Steal just SSN

e Or enhanced w/ real info




More Al Risks: Fake investment or tech support
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More Al Risks: Romance Scams

MONEY

'l should've known better': Former

pOliC1 Romanc: yahoo/life
$47K with dee An Al-generated Brad Pitt conned a woman out of

David Cru o $850K. What makes people p'oying romance scams harder to spot

KOAA

expertise,
woman on LOCAL NEWS

California woman loses
home after being scam
by Al deepfake posing as
actor

by: Vivian Chow
Posted: Aug 27, 2025 / 11:06 PM PDT
Updated: Aug 28, 2025 / 09:08 AM PDT

NG

Al making romance scams harder to spot

JOSH KERN
VICTIM OF ROMANCE SCAM
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