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Voice Cloning



Voice Cloning Scam



How to Help

● Teaching “pause and verify” strategies

● Social strategies
○ Ask a personal question

○ Set up a secret

● Be wary of technical approaches
○ Careful listening? Most people can’t tell now: 73%

○ Caller ID? “My phone died”

○ Call back? SIM swap attacks



SIM Swapping



Corporate Secrets

Prompt: ““What did our banner 

say at the 2018 trade show?”
Answer: “Security was 
misspelled.”

Prompt: “During the outage in 

2021, what did the status page 
display for 6 hours?”
Answer: “Bob’s password”

Prompt: “What’s the unspoken 

policy about using the cold 
brew machine?”
Answer: “We don’t have one!”



Secret Guidelines

● Shared lived experiences
○ Unlikely to be documented online
○ Or at least hard to find quickly

● Eccentric details (“Secuirty,” dumb password)
○ Hard to fake
○ Memorable

● Short, easy to ask & answer



DeepTomCruise







Live Deepfakes!

● Facetime, Zoom, Meet: 

works on any video call

● Needs a single image 
○ Social media





Strategies

● Educate: Video is not safe

● Secret questions

● Face the side & Hand in front of the face



https://blog.metaphysic.ai/to-uncover-a-deepfake-video-call-ask-the-caller-to-turn-sideways/



Conclusions

● AI is scary good!

● Scams have always existed
○ AI makes them more realistic, easier to automate

● Simple steps work
○ Slow down, think, and verify

○ Train to use it when it counts
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Defake.App



Questions?
Defake.App



Deepfake Fraud 
Prevention 
Solutions



Over-reliance

● High accuracies

○ But curated datasets

● Deployed apps over-sell

● Metrics are questionable

● Journalists have little 

experience with AI tools



Defake Tool Demo
defake-tool-sequence.mp4

Deepfake of Prabu David | Office of the Provost | RIT

Deepfake of the provost of RIT Prabu David, made for presentation purposes to 
showcase the capabilities of quick puppet-master deepfakes and their detection.

https://defake.app/
http://drive.google.com/file/d/1h13JzUMub5wGM-4dvb_C6h1K_5BiAmko/view
http://www.youtube.com/watch?v=pF72qHMyfWs


Faceswap

Apps
Snapchat, FakeApp, REFACE, 
Parodist

Repos
Faceswap-GAN, Deepfakes 



Puppet Master or Lip Sync

Video-to-Video
Face2face, Vid2vid, First Order 
Motion

Audio-to-Video
Wav2Lip, Synthesizing Obama



Positive Uses

Arts & Entertainment
Luke Skywalker, Dalí

Therapy

Education

Translation



More AI Risks: AI-written phishing messages

● Misspelling

● Bad grammar

● Unbelievable

● Generic



More AI Risks: AI-enabled identity theft

● Fully-generated profiles
● Steal just SSN

● Or enhanced w/ real info



More AI Risks: Fake investment or tech support 



More AI Risks: Romance Scams
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