Phishers of Men: How Cybercriminals Target the Human Psyche

If you think social engineering is just about greedy princes and clumsy scam emails, I've got bad news: the
con artists have been hitting the books (and your inbox), and your humans are their favorite lab rats. Forget
those cringey password reminders, today’s cybercriminals are pulling off psychological magic tricks that
would make Houdini jealous.

In this session, we'll take you on a whirlwind tour through the modern carnival of social engineering, where
neuroscience meets mischief and emotional triggers are more powerful than malware. From manufactured
urgency to laser-targeted flattery, you’ll see how attackers turn basic human instincts into their best tools.

Let’s chat about how attackers hijack emotions (and why your stressed-out staff are their favorite targets),
the cognitive shortcuts and blind spots that make even us IT pros fall for “just this once”, and how to use
psychology for you, not against you, and build human defenses that actually stick.

If you’re tired of playing bait in this digital fishing derby, this session will help you flip the script and
outsmart the con artists at their own game. Let’s make the phishers wish they never clicked “send.”

The session will cover:

. The behavioral science behind social engineering

. How Al tools are making things easier
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This Is Not What the Adversary Looks Like

e \We are notdealing with just
some kids in their parent’s
basement hacking for fun.

e Many cybercrime groups run as
if they are a business, allowing

them to grow and expand.

e We cannotunderestimate them.
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There Is BIG Money in Cybercrime

“The global cyber crime
economy - a $9.5 trillion
behemoth - represents the
world’s third-largest
economy by GDP, according
to Cybersecurity Ventures,
trailing only the US and
China.”
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The World's Third-Largest
Economy Has Bad Intentions
— and It's Only Getting
Bigger
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$27.9 trillion
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CHINA
$17.7 trillion

CYBER CRIME
$9.5 trillion

https://spon sored.bloomberg.com/quicksight/che ck-poin t/the-worlds-third-larg est-economy-has-bad-intentions-and-its-only-getting-bigg er
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Let’s Talk About the Qantas Attack

Did the Qantas hackers use Al voice deepfakes?
Fingers pointed at Scattered Spider cybercrime group.

e The consensusis that this was
Scattered Spider

e They oftentarget customer
service centers in vishing calls
in an effort to get passwords
and MFA options reset.

e We are not sure if they use Al-
generated voice or not, but it
really doesn’t matter in the end.

knowbes ©2025KnowBe4, Inc. Allrights reserve d. 6



Secretary of State Faked

Rubio impersonation campaign

® An"unknown actor" created a Signal underscores broad risk of Al voice
account and used Al to impersonate scams
Secretary of State Marco Rubio and 29
contact government and foreign ; > &
officials

® Theindividual contacted at least five
non-Department individuals, including
three foreign ministers, a U.S. governor,
and a U.S. member of Congress. The
actor left voicemails on Signal for at
least two targeted individuals, and in
oneinstance, sent a text message

invitin g the individual to commu nicate https://www.axios.com /2025/07/08/rubio-ai-impersonation-voice-cloning-risk
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Revenge Against the Boss

e A former high school athletic director
in Baltimore was told his contract
wouldn’t be renewed the following
semester because of concerns over
poorjob performance

e He got back atthe principal by
creating a deepfake video of him
saying racist and antisemitic things,
then spreading the video through the
community

Former school athletic director gets 4
months in jail in racist Al deepfake case
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e Turns
out, it
wasn’t
a fake
after all!

| © This article is more than 1 year old l\
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She was accused of faking an
incriminating video of teenage
cheerleaders. She was
arrested, outcast and
condemned. The problem?
Nothing was fake after all

The moral panic following Raffaella
Spone’s ‘deepfake’ video spread around
the world. She talks for the first time about
being the centre of a story in which
nothing was as it seemed ...

By Jenny Kleeman




What Is Real Anymore?

I’m pretty sure none of us think this
is real, but what if it was something
that we were already prepared to
believe?

Deepfake videos from the L.A.
protests and the Air India crash
circulated almost instantly.
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How They Get Into Your Head

e Pressure, stress, and other
emotions are used to get us to
Mmake mistakes.

e Fearandurgency are tools being
used to get us to miss otherwise
obvious signs of deception.

e Blending in with daily tasks can
catch people when their guard is
down.
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Processes of Thought

o System 1is fast, automatic, DANIEL KAHNEMAN'S THINKING, FAST AND SLOW
unconscious and low effort. It
handles everyday tasks and
provides quick, emotional, and
intuitive judgments.

e System 2is slow, conscious, takes
effort, and logical. Engaged for
complex, abstract, and analytical SYSTEM 1 SYSTEM 2
tasks that require sustained focus
and rational thinking.
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The OODA Loop

OBSERVE ORIENT F
21 Detection an

Analysis & Planning

Thee

Created by U.S. Air Force
Colonel John Boyd

Observe - Gather information
understand the situation

Orient - Position yourself to
understand the situation

Decide - Based on your orient:

choose the best course of action
DECIDE

Implement and Defend ; “L  Strategy Selection

Act - Execute the chosen decision,
then observe the results
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So, What Do We Do?

“You can't patch human nature, but you
can train people to recognize whenit's
being exploited.”

(AccorMh@ to ChatGPT)

knowbes ©2025KnowBe, Inc. Allrights reserve d.

14



Defense Is a Combination of Tech and Humans

® There is simply no silver bullet to deal
with cybercrime. It involves a
combination of technical and non-
technical controls.

® Since most breaches start with a human
action, it makes sense to have an HRM
program in place.

® Thisis more than just awareness and
phishing training. It is an approach that
looks at addressing the entire human
element.
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What Can We Teach People To Do?

o Pay attention to the request. Is it strange?
o Listento intuition and emotions

e Ensurethere are policiesin place to avoid scams, such as
calling to confirm some requests, and follow them every time

e Teach howthe scams work and the red flags around
phishing/vishing and smishing
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Believe Nothing (Without Checking)

e Audio, photos and video can’t be
taken at face value.

o Careful scrutinyis now needed,
and we need to start trusting our
instincts alittle more and pay
attention to our emotions.
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Understand Emotions

e Teachthemthatif they feel a
strong emotional responseto a
phone call, email or text message,
pay careful attention to whatever
triggered it.

e Take adeep breath and force
themselves into System 2
thinking.

knowbes




Use Unique and Strong Credentials

e Reusing passwords, or using
weak passwords makes things
much easier for the attackers.

o Attackers will often use
credentials stolen from other
breaches or from tricking a
person, to log into other sites
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Technical Controls

e Patchregularly in case there is a mistake.

e Use MFA everywhere you can, It’s not a fix for bad/stolen
passwords, but can help.

o Use DLP to watch for data being stolen.
e Have good EDR controls in place.

o Make sure the basics are covered such as network
segmentation, regular permissions auditing, etc.
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In Summary

o Cybercrimeis big business and the adversaries have funds.

e Psychologyis being used heavily in social engineering.
e You can’t believe anything you heard or see anymore.

e Alis making attackers much more efficient.

o Ittakes tech and human controls to defend against attacks.
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Erich Kron - Security Awareness Advocate
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